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1001 Lakes - Enabling collaborative data ecosystems

1001 Lakes was founded to facilitate

data ecosystems by helping
organizations to manage and share
data more securely and efficiently,
and to enable new insights and data-
driven services benefiting everyone.

RULEBOOK
FOR FAIR DATA
ECONOMY

Rulebook Template for Data Networks

DATA RULEBOOK

Sitra Fair Data Economy
Rulebook is designed to guide
forming of trust-based data
sharing networks with a
common mission, vision and
values. 1001 Lakes is the main
author of the new Sitra
Rulebook 2.0 version.

DATA ECOSYSTEMS

1001 Lakes Oy is focused on
enabling data ecosystems and
building data spaces and is a
trusted advisor in data
ecosystem matters across
industries.

INTERNATIONAL DATA
SPACES ASSOCIATION

INTERNATIONAL DATA
SPACES

IDSA MEMBER

1001 Lakes is an actively
contributing member in
international data ecosystem
& data spaces initiatives
involving major global
companies. We are co-leading
the IDSA Rulebook Working
Group.



Data Governance in Europe

INTERNATIONAL DATA
SPACES ASSOCIATION

Rules for data sharing will New EU Regulatory

be developed on many data framewor_k for

levels at the same time laws datasharing
EU level

How to ensure that data

bodies sharing governance will
deliver the expected results?
Member How to implement data
states

sharing governance on
a national level?

Data space

-ataSE How to specify a
initiatives

governance model
for a data space?

Source: TOWARDS A HOLISTIC EU DATA GOVERNANCE, Sitra, 2023



Layered model for interoperability IVAERMATIONAL PATA

To ensure that organizations under different legal jurisdictions and

Legal level frameworks can share data with common legally binding conditions.

v

To let stakeholders align goals, expectations, responsibilities
and business processes.

A 4

Organizational level
-]

To ensure that format and meaning of shared data is preserved
and understood.

Semantic level

Data Space Governance

To provide software and hardware components for controlled, sovereign
and secure sharing of data.

Technical level

Source: New European Interoperability Framework

e Intra data space interoperability, between parties within a single data space instance

e Inter data space interoperability, between multiple data space instances at each of the functional levels



Data spaces are where sovereign data —_— INTERNATIONAL DATA
SPACES ASSOCIATION

exchange happens

The IDS standard enables trustworthy data exchange among certified data
providers and recipients, based on mutually agreed rules. Data spaces
improve cooperation, lower the barriers to entry and enhance innovation.
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DSSC Glossary (v.1.99, Sep 26 2023)
Some definitions DATA SPACES

Description

Term

Data space A distributed system defined by a governance framework that enables secure and trustworthy data transactions
between participants while supporting trust and data sovereignty. A data space is implemented by one or more
infrastructures and enables one or more use cases.

Data space participant A party that has committed to the governance framework of a particular data space and may have one or more
roles in it.

Data space role A distinct and logically consistent set of responsibilities within a data space, that encompass associated rights and
duties required to perform specific tasks, and that are designed to be fulfilled by one or more participants.

Data space governance The processes to develop, maintain and enforce the governance framework of a particular data space.

DEVERT LG [T GEL TR S0 The set of principles, standards, policies (rules/regulations), agreements and practices that apply to the
governance, management, and operations (including business and technology aspects) of a data space as well as

to the enforcement thereof, and the resolution of any conflicts.

Data space rulebook The documentation of the data space governance framework for operational use. The rulebook can be expressed
in human-readable and machine-readable formats.

DEVERT LG [T GELTETO LA The data space participant that is accountable for creating, developing, operating, maintaining and enforcing the
governance framework for a particular data space, without replacing the role of public enforcement authorities.




Public All data
Industrial  Health Energy Agriculture Greendeal Mobility Financial administration Skills spaces

Data space instance governance

INTERNATIONAL DATA

Dedicated data space authority SPACES ASSOCIATION
based on common design principles enabl
Executes and implements the governance practices and rules of a O e PNt g Coe
B b enhanced transparency and data sovereign
data space instance. Oversees data space functions and the rules. learn to play by

Data spaces as federation enable multiple par
underlying platforms and their administrative domains,

Data ecosystem governance

Data sharing networks and data marketplaces

Defines the rules for the data space instance. Creates the intra data
space trust between collaborating organizations. Complements
standardization and regulation focusing on business-driven rules.
Defines the inter data space interoperability practices. s all participants implement the same minimal set of functional, legal, technical and operationa

ards, they can interact in the same manner, no matter what data space
ey building b ill be ¢ ta space. Some elements of
similar for

Domain-specific soft infrastructure governance

Sector-specific principles and resources

Establishes sector-specific data space principles and mechanisms
including semantic interoperability and domain-specific regulation.
Leaves room for geographical differences while supporting

. . o TR T O T T T T T (L
maximum interoperability.

Soft Infrastructure and neutral building blocks

The soft in

Itis made up of techr

how organ £ articipate in the data economy

to act and behave in compliance with commonly agreed rules and directives

Generic soft infrastructure governance

Neutral building blocks and core services = ¥,

INTEROPERABILITY TRUST ALUE GOVERNANCE

. . . . Data Models & v Metad: Disc: i
Brings all the generic data space building blocks and concepts Formats. e
together, defines the legal basis and creates the common framework

on which all data spaces are built. Provenance and Publication &
traceability Marketplace Services [] P E " n E I




Business

Use case
accelerator
Data product
definition
Collaborative
business models

Data intermediary

Data Interoperability

Data Models &
formats

Data Exchange

Provenance &
traceability

DSSC Blueprint (draft 0.5)
Data Space Building Blocks

Organisational & Business Building Blocks

Governance

Data governance
framework

Roles and
responsibilities

Decision-making,
rules and policies

(working title)

Data Sovereignty
& Trust

Access & usage
policies and control

Identity
Management

Technical Building Blocks

Legal

Regulatory
compliance

Contractual
framework

Data Value Creation

Data, Services and
Offerings
descriptions

Publication &
Discovery

Marketplaces &
Usage Accounting

DATA SPACES
SUPPORT CENTRE



Building trust in Data Spaces INTERNATIONAL DATA
IDSA as reliable base for data spaces =

IDS Reference Blueprint for data spaces with
Architecture detailed specifications

IDSA Rulebook

How to
implement IDS in
the real world

Trust

Portfolio of open- Certification
source building blocks Scheme
Bring IDS in 3rd. party confor(n.lty allows for
. an informed decision about
commercial set-ups .
the trustworthiness of partners

and components in a data
space




IDSA Rulebook

What is it about?

Functional requirements e \
Separation of duties
* Roles of participants in data spaces
+ Definition of mandatory and optional

requirements for data spaces
* How to implement data sovereignty?

Legal agreements e /

What technology can’t fix
* Legal agreements

+ Usage policy enforcement

IDS:RAM Specifications

IDSA Rule Book
—

INTERNATIONAL DATA
SPACES N

Lifecycle

INTERNATIONAL DATA
SPACES ASSOCIATION

e Technical agreements

Specifications for the Standard

« IDS-RAM (Reference Architecture Model)

+ IDS-G specifications, open-Source contributions
for IDSA

+ IDS Certification

 IDS Testbed for interoperability testing and
compliance proof

— o Operational agreements

Towards reliable developments
» Comprehensive Life Cycle of IDS
* Policies for essential services

Running data space instances
* Developing and operating an IDS
compatible data space
* How to achieve interoperability?

Certification Operations

The core of data spaces Binding details

Reliable planning

Proof of compliance Use in practice



INTERNATIONAL DATA
SPACES ASSOCIATION

Data catalogue
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Data contract

policies
Asset

Data space

Different policies in data spaces



Data Space Governance Authority

The Data Space Governance Authority is responsible for
 establishing the policies and rules of the data space
* issuing membership credentials

» regulating the lifecycle of membership
« participant discoverability
* issuing of membership credentials
« verification services for membership proofs

The Data Space Governance Authority can provide other optional services:

* observability and auditing
» brokering and marketplaces
» providing vocabularies

« other services required by the data space members.

INTERNATIONAL DATA
SPACES ASSOCIATION




Data space

o . INTERNATIONAL DATA
participant registry SPACES ASSOCIATION
maintains

I
Data Space

Rules
and policies

€— enforces =——

Governance issues membership

Authority

manages

¥

Data Space

Participant

Data space €— member of —— Participant

Self-Description
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Variants for Data Space Governance Authorities ST
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Specifying the operational agreements for

: INTERNATIONAL DATA
data space instances — SITRA Rulebook SPACES ASSOCIATION
EXTERNALS Designed to guide forming of trust-
SITRA - g onies based data sharing networks with a
common mission, vision and values.
Datanetwork = Rutebook |~ Rulebook template includes

General part Constitutive agreement Accession

e agreement
Description of
Data Network

* checklists that cover business,
technology, security, legal and
ethical dimensions

General Terms & Parties / \

Code of conduct Conditions (& Members /

Data Security Governance Model
Op Model

m Other Appendices

+ data ecosystem design tools

N
®

» code of conduct to establish a
common understanding of ethical
rules

https://www.sitra.fi/en/publications/rulebook-for-a-fair-data-economy/

« contractual framework



“Intra” and "Inter” data space interoperability

Data Space Instance
Authority Building Blocks

Scheme Authority
Owner Administrator

Data Processing Building Blocks

Policy Application
Enforcemnt Execution
Framework (PEF) Environmt (AEE)

Data Sharing Building Blocks

Broker Service Clearing
Provider House Provider

Authorization Security
Registry Gateway

L

Integrated Governance

(Data Space Instance A

Authority Butding Bocks

Data Space Instance B

Authority Sulidng Blocks

Inter Data Space
Interoperability

\ Data Space Instance C )

Interoperability (legal, organizational, semantic, technical) across data spaces is highly

desirable, but complex to implement

Common governance frameworks and models to define the rules for data space instances
will help in achieving inter data space interoperability

INTERNATIONAL DATA
SPACES ASSOCIATION




Marko Turpeinen

CEO, 1001 Lakes
marko.turpeinen@1001lakes.com
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