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EXECUTIVE SUMMARY

A key enabler for Artificial Intelligence (Al) techniques is the collection of large amounts
of data, and Machine Learning (ML) — at the core of Al — exploits such data to produce
predictive models. However, gathering data and using them to predict behaviours
presents great challenges to the privacy of individuals and organisations, such as data
breaches, privacy loss, and the corresponding financial and reputational damages.
Already today, “much of the most privacy-sensitive data analysis — such as search
algorithms, recommendation engines, and adtech networks — are driven by machine
learning” [1].

Privacy-preserving machine learning aims at bridging the gap between preserving
privacy and reaping the benefits of ML. It is a key enabler for privatising collected data
and complying with data protection regulations.

In this paper, we introduce the main concepts of privacy-preserving machine learning.
We present techniques that combine machine learning and privacy techniques and
review some of the available tools.

The paper is intended as a practical guide to privacy-preserving machine learning for a
reader without prerequisite knowledge of machine learning or data privacy. However, it
may also be of interest to the specialist as an overview of the subject. In particular, it may
prove useful to profiles responsible for data privacy, such as security managers or
machine learning specialists.
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2 INTRODUCTION

The European Commission [2] states that “artificial intelligence will change our lives by
improving healthcare, increasing the efficiency of farming, contributing to climate change
mitigation and adaptation, improving the efficiency of production systems through
predictive maintenance, increasing the security of Europeans, and in many other ways

that we can only begin to imagine”.

According to Gartner, artificial intelligence-based technologies have gained more and
more focus in recent years from both industry and society (Figure 1). One such key
technology is Machine Learning (ML), centred on the processing of large amount of data
to produce predictive models.
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Figure 1: Gartner Hype Cycle for Artificial Intelligence.
lllustration from https://www.forbes.com/sites/louiscolumbus/2019/09/25/ whats-new-in-gartners-

hype-cycle-for-ai-2019/
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ML algorithms are at the heart of a great many applications that impact our daily life, such
as medical diagnosis or spam and malware filtering (Figure 2). For example, an ML
algorithm can help identify skin cancer [3]. The key benefit of ML algorithms is the ability
to process large amount of data for identifying and extracting patterns and trends, thereby
allowing to build systems that adapt to a changing environment with little or no human
intervention. However, in order to build an accurate and reliable model, and to obtain
precise predictions, ML algorithms require significant amount of data for training.
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Figure 2: Applications of Machine Learning. lllustration from
https://www.javatpoint.com/applications-of-machine-learning

With the advantages of ML applications, enormous data privacy issues come as well —
consider, for instance, applications for healthcare or intrusion detection. Cyberattacks
and data breaches have become increasingly common and costly to handle. Large
collections of data stored for training purposes attract cybercriminals, who want to steal
data that can be used to identify individuals or other valuable information that can be
sold. Moreover, ML models themselves constitute a threat, as it is possible to extract
sensitive information from them. For example, Shokri et al. show how to identify whether
a record was used in the training dataset for a given ML model. They tested their
technique on Amazon and Google Cloud machine learning systems and obtained 74%
and 94% accuracy, respectively [4].

In this context, a critical issue is the protection of personally-identifiable information (PI1),
that is, data which can be used to identify a given person. Besides protecting Pll from
potential leakage, companies should comply with various data protection regulations,
such as the General Data Protection Regulation (GDPR) in Europe. In case of violation
of GDPR, the imposed penalties can be significant.

Besides threatening the end users to whom the information refers, cyberattacks bring
legal, financial and reputational risks to the organisations collecting data. Simply
removing PIl from a dataset, such as names and addresses, would not suffice, for there
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are other quasi-identifiers that can be used to pinpoint an individual in a dataset. A known
example is the re-identification of William Weld, governor of Massachusetts, from
presumably anonymised health data records containing only birth date, sex and ZIP code,
in a study carried out by Latanya Sweeney [5].

Privacy-preserving ML aims at overcoming these issues by enhancing ML with
techniques that safeguard data privacy. These include perturbation techniques, such as
differential privacy, cryptographic approaches, such as homomorphic encryption and
multi-party computation, and ML-specific approaches, such as federated learning.

The choice of a privacy-preserving ML technique depends on various factors, such as
the use-case, the assets to be protected, etc. There is no silver-bullet solution;
understanding the various factors helps identify the right approach. Moreover, we have
to balance scenario-specific considerations with the need for building portable and
reusable approaches.

While in recent years the research on privacy-preserving ML has flourished and
significant progress has been made, there is still a gap between theoretical
advancements and their applicability to real-world cases.

This paper provides an overview of the key concepts in privacy-preserving machine
learning to provoke the reader and raise awareness. The aim of this paper is to guide
organisations and individuals who want to protect data in ML applications, providing an
overview of the available techniques and suggesting which to select in order to protect
given assets.

The rest of the paper is organised as follows: in Section 3, we introduce the required
background on ML, while we also discuss privacy goals and threats in the context of ML.
In Section 4, we give an overview of privacy-preserving techniques, while in Section 5,
we discuss how these techniques can be utilised in ML applications in order to achieve
privacy. In Section 5.5, we compare different privacy-preserving techniques for ML, while
we also discuss various works resulting from the combinations of a number of techniques.
Finally, in Section 6, we refer to public libraries and tools which can be used to implement
privacy-preserving ML solutions. Our concluding remarks are in Section 7.
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3

3.1

MACHINE LEARNING

In this section, we begin by describing the core steps and roles involved throughout an
ML process. We then discuss different privacy goals for ML processes, while we also
describe threat models and attacks which can compromise them.

MACHINE LEARNING PROCESS

Traditional problem-solving using computers involves the creation of a program M, which
given some input information x, produces an output y, where y can be understood as
the answer to our problem. Whenever the program is deterministic, it can be seen as a
function M : X = Y from an input set X to an output set Y (Figure 3 top). However, as
the complexity of problems increases, constructing precisely such a program M can be
a daunting task.

To tackle the latter, the field of ML provides us with mathematical processes, which can
automatically construct an approximation of the program of interest. In particular, given
adataset Z that contains information related to the program input space X, an ML process
can build a parametric model My: X — Y , where 6 is the model’'s parameter (Figure 3
bottom).

As an example, consider the medical diagnosis problem given in [6], where by taking a
dataset Z, which contains X-ray images, the goal of an ML process is to construct a model
My: X = Y that given an arbitrary X-ray image would determine whether a patient has
cancer or not. In this example, the input set X contains all the possible X-ray images
encoded as pixel vectors, while the output set Y = {0,1} consists only of the two
elements 0 and 1, with O representing that a patient does not have cancer, whereas 1
indicates that the patient has cancer.

x€X M y ,
—Z ML Mo

Figure 3: Machine Learning versus traditional programming.
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At the core of an ML process there is an algorithm A which trains the model on Z or on
a set of features extracted by Z, and eventually produces the final model M. Common
ML algorithms are Random Forest, Neural Networks, Decision Trees, Logistic
Regression, Support Vector Machine, K-Nearest Neighbors, KMeans, Gradient boosting,
etc.k. Finally, the choice of the algorithm depends on the problem specifics, as well as
other factors such as the size of the dataset Z, the algorithm execution time and accuracy,
etc.

Training the model on a set of features instead of training it directly on Z may have
additional benefits, such as boosting the performance of the training process. For
instance, in the cancer diagnosis example, the set of features can be produced by
removing certain pixels of the X-ray images, where it is known that they don’t contain
information which is correlated with the presence of cancer. The overall training time can
now be reduced since we need to process fewer pixels.

In addition to the set of features used for training the model, some ML algorithms require
annotating the elements in the feature set with their corresponding outputs. These
annotations are called labels. This is known as supervised learning, whereas ML
processes that do not use label annotations is known as unsupervised learning. For
instance, going back to the cancer diagnosis example, some of the X-ray images may
have been collected from patients who have already been diagnosed with cancer, and
thus their corresponding images can be labelled with 1.

Finally, the readiness and maturity of the produced model is validated on a test set of
features which is also extracted by Z. The test set should not contain any element used
for training the model.

In general, most ML processes involve six fundamental steps, as depicted in Figure 4
and described below.

1 The details of those algorithms are out of the scope of this paper.
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Figure 4: The fundamental steps involved in an ML process.

- Data Collection. The dataset Z is collected. The data collection step is very crucial
since the model accuracy relies vastly on the amount and the quality of the data
collected. Most ML processes require a large amount of data in order to produce an
accurate model. From now on, we will refer to Z as the raw dataset, since it has not
undergone any processing yet.

Data Preparation. The raw dataset Z is processed in order to be “cleaned” and for
extracting features which are relevant for producing the final model Mj. In particular,
this processing produces two new datasets, the training dataset X; and the validation
set X, where X; € X , X, € X and X; and X, are mutually disjoint (i.e. X; N X, = 0).
Sometimes it is the case that the raw dataset Z is no further prepared, and in this case,
we have that Z is directly partitioned in the training and the validation seti.e., Z = X; U
X,.

Data Labelling. In this step, the training dataset X is labelled i.e., each element x € X;
is associated with an element y € Y, with y being the model’s output on x, and we write
X} € X, XY for the resulting labelled set. This step applies only if the supervised
learning approach is used.

Training. The algorithm A is fed with X; (or Xll in the case of supervised learning) and
starts building the model My. By the end of this stage, the algorithm A has tuned the
parameter 8 and the model is ready for validation. Very often, in the background of the
training process, a loss function is used, which for each choice of the parameter 6
provides a metric about the model’s deviation from the ideal program M . Thus, training
a model can be seen as an optimization problem where one looks for the parameter 6
which minimises the loss function. A widely-used technique for improving the model’s
accuracy using loss functions is Stochastic Gradient Descent (SGD).
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+ Validation. The dataset X, is used to validate the accuracy of the model M. This step
is also known as the model’s generalisation, where the model My is exposed to new
unseen inputs.

- Deployment and Use. Finally, the model My is ready for deployment. Once the model
is deployed, one can query an input x € X and receive the response y = Mg(x) €Y.

Actors with different roles participate in an ML process, and each role may observe or
manipulate information involved throughout the different ML steps. In particular, we have
four main roles: (1) the data contributors, (2) the model creators, (3) the model owners
and (4) the model consumers.

Data Contributors. Data contributors play a vital role in an ML process since they are
providing the raw dataset Z. Data contributors are mainly humans who make use of a
company’s or organisation’s service or product, which requires the collection, processing
and storage of an individual’s information.

For instance, an online shop may store information related to its customers’ shopping
habits, or a smartwatch may collect information about one’s fitness activities. The
collected datasets may be available through public repositories, or they can be accessible
only internally in the company or organisation which provides the service. Data
contributors are involved in the data collection step.

Model Creators. Model creators consist mainly of the data scientists and data engineers
that are responsible for building the model My. They are the ones who perform the tasks
involved in the data collection step and up to the model validation step. The role of the
model creator requires the highest access rights to the datasets collected from the data
contributors.

Model Owners. The model owner is usually the company or the organisation who either
offers the final model M as a service or uses it for its own benefit internally. For instance,
in the cancer diagnosis example, a private hospital may provide the model that predicts
cancer as a service to its patients at additional fees, while an online shop could benefit
from a model which suggests products to their customers based on their past purchases.

Model Consumers. Finally, the model consumers are the ones who are able to interact
and use the model once it has been deployed. The consumers are able to provide part
of or the entire input x € X to the model My and observe the output y = My(x).

PRIVACY GOALS IN MACHINE LEARNING

An ML process involves many assets which may need to be protected. In this paper, we
focus on the following assets: (1) The identity of the data contributors, (2) the raw dataset
Z collected by them, (3) the feature datasets X; and X, extracted by Z, (4) the model My
itself, and (5) its input (or part of it) whenever the model is queried.

Identity Privacy. Protecting the data contributor’s identity is necessary in many data
collection processes, especially when the data collected may reveal political beliefs,
sexual preferences, health conditions etc. Achieving identity privacy can be seen as
ensuring anonymity of the data contributors both from the model creators and the model
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owners, who are highly involved in the data collection stage of an ML process, but also
from adversaries which in many cases are acting as model consumers.

Raw Dataset Privacy. Often, the raw dataset Z contains sensitive information, such as
the X-ray images from the cancer diagnosis example, and if compromised the patient’s
privacy can be violated. Such privacy violations could also introduce further new attack
vectors. For instance, consider a scenario where an ML model can calculate energy
efficient plans, and previously it has been trained on a dataset which contains the energy
consumption and location of houses. Compromising this dataset can expose the time
intervals in which the residents of a specific house are absent. The latter can then be
used as input in defining strategies for robberies. Often, compromising the privacy of the
raw dataset could also result in compromising identity privacy, since data in Z can be
used to identify a specific data contributor. A common malpractice which eases the task
of compromising Z is storing the dataset as plaintext instead of using state of the art
encryption.

Feature Datasets Privacy. The privacy of the feature datasets is as important as the
privacy of the raw dataset. This is because both the training set X; and the validation set
X, are extracted from Z, and in case of them being compromised, information about Z
could also be recovered. Unfortunately, the privacy of the feature datasets is threatened
in many ML models, which by default store the set X; (or the labelled set Xll, in the case
of supervised learning models) inside the model.

Model Privacy. Privacy of the model My refers to the secrecy of the produced model
My and its parameter 8. Keeping the model secret is a common goal desired by the
model owners, who want to stay ahead of their competitors. However, exposing part of
the model’s functionality to the model consumers is inevitable, since observing the
responses to queries may reveal information about the internal structure of the model.

Input Privacy. Often the input (or part of it) to the model may be sensitive and needs to
be protected. Therefore, only the output of the model is revealed to the model consumers.
For instance, consider the scenario of an ML model that takes as input medical records
to predict if a certain disease can be inherited. In such cases, it is likely that the medical
record contributors do not desire to disclose their medical records to each other. In many
cases, achieving input privacy requires not only keeping the input x secret, but also

limiting the information about x disclosed through the response y = My .

THREAT MODELS AND ATTACKS

We now briefly discuss the adversary models and the type of attacks that target the
assets of ML processes. We mainly distinguish between two different adversary models
(1) white box adversaries who know the structure of the model My, its parameter 9, while
they may also know part of the raw dataset Z and finally, they can interact with the model
(i.e., the adversary is a model consumer in this case); and (2) black box adversaries who
have no knowledge about the model and its parameters but they can query the model
and observe its response.

Membership Inference Attacks [4,7,8]. In this type of attack, the adversary wants to
determine if a given data point z was part of the raw dataset Z, or if a particular data point



x was part of the training set X;. Membership inference attacks usually exploit that ML
models often behave differently on the data used for their training versus unseen data.
Membership inference attacks can compromise the raw dataset privacy or the feature
datasets privacy. For instance, this attack could be used by an adversary to learn whether
a specific individual’'s record was used to train an ML model which determines the
presence of a certain disease. This attack can be performed by a black box adversary.

De-anonymisation Attacks [9, 10, 11]. This attack aims to identify an individual who
has contributed his data into a dataset. Many model owners publish the raw dataset Z or
the feature datasets X; and X, , which may allow an adversary to compromise the identity
privacy of the data contributors, even though the dataset has been first anonymised (see
Section 4.1). This attack requires white box access to the dataset. However, it can also
be performed using black-box access by chaining other attacks, which are discussed
below.

Reconstruction Attacks [12, 13]. The goal of this attack is to construct the raw dataset
Z by reverse engineering the feature training dataset X; or the validation dataset X,. This
attack can compromise the raw dataset privacy. In general, it requires white box access
to a model that hard-codes the feature datasets inside it.

Model Extraction Attacks [14, 15]. The goal of this attack is to construct an
approximation 1\7[\9 of the model Mj. The more accurate the approximation is, the more
successful the attack is. In this type of attack, the adversary has black box capabilities
and trains his model My by collecting pairs of queries and their responses received by
the model M. This attack violates the model privacy.

Model Inversion Attacks [16, 17, 18]. Model inversion attacks aim at inferring properties
about the training dataset X, even when it is not explicitly stored in the model My. This
type of attack can even be performed by a limited black box attacker who can interact
with the model by querying it and collecting its responses. It is also common that an
adversary may first perform a model extraction attack and then utilise the model ]Vfg to
accomplish a model inversion attack.
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4.1

PRIVACY-PRESERVING
TECHNIQUES

In this section, we will briefly describe the privacy-preserving techniques that can be used
to strengthen ML algorithms to protect individuals’ data.

ANONYMISATION

Data anonymisation aims at protecting the privacy of an individual in a given dataset.
Before releasing a dataset, the first step is to remove all direct identifiers, such as name,
address and phone numbers. However, in most of the cases this is not enough. Only
removing the direct identifiers will still allow an attacker to re-identify an individual in the
dataset by linking the data with other additional information that he/she has.

In order to avoid such cases, additional anonymisation steps should be enforced. Several
methods, such as k-anonymity and [-diversity, have been studied that make it harder for
an adversary to learn anything about an individual from an anonymised dataset.

For a great many cases [-diversity together with k-anonymity provides a robust privacy
model. An intuitive definition of these techniques is as follows: k-anonymity is an
anonymisation method that ensures the information about an individual in the published
dataset cannot be distinguished from at least k-1 other individuals in the same dataset.
On the other hand, a dataset is called [-diverse if every equivalence class has at least
[ > 2 different values for the sensitive attributes.

It is worthwhile observing that perfectly-anonymised data are not useful. We should
always balance between privacy and utility of the database, as presented in Figure 5.
Though challenging, anonymisation needs to be applied aiming at providing data privacy
while preserving utility.
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4.2

Privacy vs Utility Trade-off

Ideal Solution (but impossible)

Max Privacy @aags g ssscccccssscsscsccsscnssonssscnss

Bad Data

Possible
Trade-off

Low Privacy

Privacy Protection

Data Utility Max Utility

Figure 5:Trade-off between privacy and utility.
lllustration from https://aircloak.com/background/analytics-and-privacy/ power-of-anonymization/

For an overview of various anonymisation techniques and tools, we refer the reader to
[19].

DIFFERENTIAL PRIVACY

Differential privacy is a privacy method that helps reveal useful information about a
dataset without revealing any private information about an individual in the dataset. The
method guarantees that even if an attacker knows all records in a dataset, s/he will not
be able to link a specific record to an individual on the basis of the output of a
differentially-private method. In other words, the outcome of the analysis is not
(significantly) dependent on an individual’s record being in the dataset. Hence, the
privacy risk is essentially the same with or without the individual’s participation in the
dataset.

Differential privacy is achieved by adding random noise to the result, which can be done
through various differentially-private mechanisms, such as the Laplace mechanism, the
exponential mechanism and the randomised response mechanism.

Formally, differential privacy is defined as follows [20]. A randomised function K is e-
differentially-private if for all pairs of datasets D; and D, that differ on at most one
element, and for every set S of outcomes,

Pr[K(D,) € S] < exp(e) x Pr[K(D,) € S]

The privacy budget € measures the privacy loss of an individual from a single query. For
multiple t queries that use independent randomisation mechanisms with privacy budget
€;, the total privacy budget will be Zle €;. For this reason, the number of differentially-
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private analyses on a specific dataset is limited. The value of € in practice is usually small,
such as 0.01,0.1 or In2. In general, the smaller €, the stronger the privacy guarantee.

Below we briefly mention some differentially-private mechanisms. For more details, we
refer to [20] and [21].

The Laplace mechanism is one of the commonly used differential-privacy mechanisms
for numeric queries. The mechanism adds Laplace-distributed noise of magnitude
depending on the privacy budget € and the sensitivity of the query, that is, the maximum
difference in the output that the query may take on a pair of databases that differ for only
one record.

Randomised response is a technique that provides plausible deniability for individuals
responding to sensitive surveys. It is widely used in statistical analysis for obtaining
statistical information about a population without obtaining any information about the
individuals in the population. The approach randomises the data in the following way: for
answering a binary question concerning private information, a user flips a coin. If the
outcome is “head”, the user answers “yes”. Otherwise, if the outcome is “tail”, the user
answers truthfully (yes or no). This approach allows to compute an approximate answer
for the true response rate without getting a true answer from all the users.

In Section 5.1 we will discuss how differential privacy is used in an ML context.

HOMOMORPHIC ENCRYPTION

Homomorphic Encryption (HE) is a cryptographic method that allows computing on
encrypted data, so that the decrypted output is identical to the output of the computation
on the original unencrypted input. The method is typically used as follows:

1. the owner of the data encrypts them by means of a homomorphic function and shares
the result with a third party in charge of performing a given computation;

2. the third party performs the computation on the encrypted data and returns the result,
which is encrypted because the input data are encrypted,;

3. the owner of the data decrypts the result, thereby obtaining the result of the
computation on the original plain-text data.

During this process the third party does not have access to the unencrypted input or
output.

Whilst powerful, it is worthwhile observing that HE has a number of limitations.

First of all, whilst there are various encryption schemes that allow performing different
computations on encrypted data, they are generally limited to working with addition or
multiplication over integers. For example, an additively encryption scheme allows to take
two encrypted messages, m, and m,, and produce the encrypted message m, + m,.

Moreover, for security purposes, some noise is typically added to the input data during
the encryption process, and the noise accumulates with the operations performed on
encrypted data. For instance, for the encrypted message m; + m,. the noise is the sum
of the noise of m,; and m,. The noise growth is particularly severe under multiplication.
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In order to get the expected result when decrypting, the noise must be kept below a
certain threshold. This threshold affects the number of computations that can be
performed on encrypted data.

In order to overcome the noise issue, Fully Homomorphic Encryption (FHE) has been
proposed, which is an HE scheme that allows arbitrary operations on encrypted
messages [22]. However, FHE has a significant computational cost, thus making it
impractical for many applications.

More practical schemes that deal with noise have been developed, such as Somewhat
Homomorphic Encryption (SHE) [23] and Leveled Homomorphic Encryption (LHE) [24].
In both schemes, the operations are limited to addition and multiplication on encrypted
messages. However, a SHE scheme only supports one operation, while an LHE scheme
requires that the number of computations is known in advance. ML algorithms using HE
often resort to SHE or LHE.

In Section 5.2 we will discuss how homomorphic encryption can be used to enhance ML
techniques.

MULTI-PARTY COMPUTATION

Multi-Party Computation (MPC) is a technology that allows multiple parties to compute a
function on their private inputs without revealing them. The parties are independent and
do not trust each other. The main idea is to allow to perform a computation on the private
data while keeping the data secret. MPC guarantees that all participants learn nothing
more than what they can learn from the output and their own input.

Below we briefly mention some techniques for secure MPC. For more details, we refer to
[25].

Garbled circuits is a widely-used cryptographic protocol for two-party secure
computation on Boolean functions (circuits). The steps of the protocol are as follows:

« the first party, Alice, encrypts (or garbles) the function (circuit) and sends it to the second
party, Bob, together with her encrypted input;

« with the help of Alice, Bob encrypts his own input using oblivious transfer, i.e., Alice and
Bob transfer some information such that the sender remains oblivious what information
has been transferred;

» Bob evaluates the function using both encrypted inputs and gets the encrypted output;
- finally, the two parties communicate to learn the output.

Secret sharing is a method common to many MPC approaches. A (t, n)-secret sharing
method divides the secret s into n shares and allocates a share to a participant. The
secret s can be reconstructed by combining together t shares, while no information about
s will be revealed when any t-1 of the shares are combined. In other words, the secret is
divided in such a way that any group of at least ¢ participants can reconstruct the secret,
while no group of less than t participants can.



Both MPC and homomorphic encryption are powerful privacy techniques, however they
usually have high communication and computation costs. In Section 5.3 we will discuss
MPC in connection with ML.
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5.1

PRIVACY-PRESERVING
MACHINE LEARNING
TECHNIQUES

Machine learning techniques are widely used in a great many real-life applications, and
data collection is the key element to enable such techniques. However, the increasing
collection and usage of data for ML purposes pose a threat to our privacy. For example,
an adversary can extract private information memorised in an ML model.

In order to reap the benefits of ML while protecting private information, various privacy-
preserving ML techniques have been developed. In particular, the literature focuses
significantly on privacy techniques such as differential privacy, homomorphic encryption,
secure multi-party computation, federated learning and their combinations.

In the following, we will discuss the main privacy techniques used in combination with
ML. For a general overview of privacy-preserving techniques and the challenges
associated with them, we refer the reader to [26, 27].

It is worthwhile observing that anonymisation techniques can, in principle, be applied to
any dataset in the ML process. In this way, we can protect the privacy of individuals and
avoid or mitigate de-anonymisation attacks. By means of these techniques, it is also
possible to generate a synthetic dataset, i.e., a new dataset that is not derived from the
original one but preserves only some of its statistical traits. Moreover, anonymisation
techniques allow the model creator to use existing, common frameworks instead of
specific privacy-preserving ones. However, the effect of applying anonymisation
techniques in a standalone fashion can impact the accuracy of the target ML model.
Hence, in the following we discuss approaches explicitly investigated in connection with
ML.

TECHNIQUES BASED ON DIFFERENTIAL PRIVACY

Differential privacy is an anonymisation technique to which we can resort in order to
enhance ML to mitigate privacy concerns. Differential privacy can be used to generalise
the ML process, aiming at hiding the effects of specific input data and providing
differential privacy with respect to individuals, thereby giving a provable guarantee of
privacy. This goal can be achieved in different ways, applying differential privacy
principles to the training data or the resulting ML model.

In the following, we will group together and discuss differential privacy ML algorithms on
the basis of the assets that they aim at protecting.

Training data. While differential privacy can in principle be applied to any dataset
throughout an ML process, the literature focuses on protecting the training data. A
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number of approaches have been proposed to train a model on private data, where the
general idea is to add noise to the training data.

Nonetheless, the introduction of noise in the training set can destroy the utility of the
model, hence due care needs to be exercised.

Differential privacy principles have been successfully applied to training data for ML
algorithms based on the Stochastic Gradient Descent method (SGD), an iterative
algorithm for incremental gradient updates aimed at minimising a loss function. The
differentially-private SGD algorithm allows to train an ML model with provable privacy
guarantees. The high-level steps are as follows. First, the algorithm computes the
gradient for a random subset of the training data; then, it adjusts the gradient values;
finally, it adds noise to the gradient with the objective of minimising the loss function.
Some of the existing algorithms also compute the overall privacy loss throughout the
training, which allows to evaluate the privacy of the resulting ML model. For more details
on differentially-private SGD algorithms, we refer the reader to [28, 29, 30].

Another approach presented in the literature is the Private Aggregation of Teacher
Ensembles framework (PATE), which trains an ML model with private data and provides
strong privacy guarantees. The high-level steps of the framework are as follows:

1. the input data are partitioned into disjoint datasets;

2. the same ML algorithm is applied to each disjoint dataset, thereby producing as many
ML models as datasets. A trained ML model is called a teacher;

3. when a new problem to solve is received, the outcomes of all teachers are aggregated
(e.g., by majority) and noise is added to the aggregated outcome;

4. a new ML model (called student) is trained on the aggregated outcomes with added
noise.

The output of the framework is the trained student model. Figure 6 provides the overview
of the PATE framework. For more details on PATE, we refer the reader to [31, 32, 33].
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Figure 5: Overview of the PATE framework.

A drawback of applying differential privacy techniques to the training data is that the
added noise can lead to a significant reduction in utility due to the fact that the process
is typically iterative and requires to add noise at each iteration.

Training data in the ML model. The ML model implicitly contains information about the
training data which also needs to be protected. In particular, here we want to prevent an
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attacker from inferring whether or not a given individual’'s data was included in the training
set, i.e., a membership inference attack. Differential privacy techniques, such as the
Laplace mechanism, can be applied to introduce noise in the model to render attacks
more difficult.

Model inversion attacks aim at inferring some attributes about a target individual from a
given ML model which is available to the attacker. Differential privacy-preserving
regression models focus on preventing such attacks. The high-level idea is to derive
regression models that preserve privacy of an individual, which can be achieved by
adding noise to the objective function. In other words, the privacy of the model is
preserved by applying differential privacy on model outputs. For more details, we refer
the reader to [34, 35].

Another approach to protecting the privacy of an individual in a model relies on generative
adversarial network (GAN) for generating differentially-private datasets. The technique
uses a generative model for training. First, we train the generative model on input data.
Then, we apply noise (e.g., Gaussian) to make the generative model differentially private.
Finally, we generate a synthetic privacy-preserving dataset using the generative model.
Hence, both the model and the output are differentially private. For more details, we refer
the reader to [36].

A drawback of applying differential privacy techniques to the ML model is that accuracy
is compromised. However, some of the research mentioned above tried to take care of
that.

TECHNIQUES BASED ON HOMOMORPHIC
ENCRYPTION

Homomorphic encryption is one of the most used cryptographic techniques to achieve
privacy in ML. It is used to train an ML model on encrypted data, thus obtaining a model
that produces encrypted outcomes that only the owner of the input can decrypt. Similarly
to differential privacy, homomorphic encryption provides a provable guarantee of privacy.

Homomorphic encryption is widely used in scenarios where a third party trains an ML
model and provides services using that model, such as prediction or a result to user
queries. This is known as Machine Learning as a Service (MLaaS). In this scenario, two
types of data need to be protected:

1. the data used to train and validate an ML model;
2. the data contained in a query that the trained model is asked to solve.

Homomorphic encryption techniques help address this concern by training a model on
encrypted data so that the output of that model is also encrypted, thereby preventing the
service provider to access plain-text information.

In recent years, various studies have investigated how to protect privacy in this scenario,
in particular adapting neural network to work on encrypted domains. CryptoDL is one
such solution that runs a neural network algorithm on encrypted data [37]. A drawback of
CryptoDL is that the training of ML model on encrypted data requires heavy computation,
hence making the training process slow.
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CryptoNet is another solution that combines homomorphic encryption with neural
network. In particular, CryptoNet assumes that an ML model is already available and
converts it to a model that takes as input encrypted data and provides as output encrypted
predictions [38]. Note that CryptoNet does not support training of the model on the
encrypted data.

TECHNIQUES BASED ON MULTI-PARTY
COMPUTATION

As we discussed above, MPC provides techniques that allow multiple parties to compute
a function without revealing their secret inputs. In an ML context these techniques can
be utilised in either training an ML model on multiple secret datasets or computing the
result of an ML model on multiple secret inputs. The former aims at achieving raw dataset,
features datasets privacy and identity privacy, while the latter targets the input privacy
goal.

For the first approach, the idea is that each participant can share its dataset using the
secret sharing technique and thus the desired ML model M could be computed locally.
In contrast to the standard ML processes, here each party contributing its dataset is a
data contributor, a model creator since it builds the model locally, a model owner and
model consumer since the goal of each participant is to use the model for its own
purpose. Since MPC operates on values of the finite set Z,, (i.e., the integers modulo p),
the values in each participant’s dataset need first to be mapped to elements in Z,,. For
instance, if Z, = Z199 the float 1.32 could be mapped to 132. Next, in order for the
participants to train and build the ML model My, one first needs to translate the ML
algorithm A to an arithmetic or Boolean circuit (depending on the ML task), and after that
the training and validation phase can take place by computing on the shared encrypted

data. Once the final model has been produced, each participant can query it locally with
its own data. For an example of an implementation of this approach, we refer to [39].

For the second approach, it is assumed that a model My is known to the patrticipants.
The model may be owned by them or provided by some other party. As a first step, My
needs to be translated into a Boolean or arithmetic circuit (depending on the ML task).
Observe that this is different from what was discussed in the first approach, where the
ML algorithm A was translated into a circuit. Once this is done, the participants can use
the secret sharing technique but now for sharing their inputs for the model My, and
compute the joint result. Finally, the requirement that the inputs need to first be mapped
to elements from the Z, applies here as well.

MPC allows ML algorithms to operate on fully encrypted datasets or fully encrypted
inputs. However, this comes with certain limitations. The requirement of working on fixed-
point arithmetic from Z,, is not always desirable in many ML tasks, while the size of the
input and the datasets impacts the circuit representation of an ML algorithm or model,
which can be significantly large, whose storage requires large amounts of memory.
Finally, MPC protocols require continues data transfer between the involved participants
and continuous online availability, which introduces additional performance overhead and
scalability limitations.
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5.5

FEDERATED LEARNING

The accuracy of most ML models vastly depends on the size of the data contributor’s
data. Since model owners are usually big corporations, the data collection part usually
takes place in cloud server(s) owned by those corporations, allowing them to have full
control over the data contributor's datasets. The latter not only discourages individuals
sharing their personal information and thus putting barriers on producing highly accurate
models, but it also creates centralised data banks attracting more adversaries and
increasing the risk of compromising the collected data.

Federated learning allows ML processes to be decentralised limiting the information
exposed from the contributor’s datasets and thus controlling the risk of compromising the
dataset’s and identity privacy. The general idea of federated learning is that a central ML
model My owned by some central authority (e.g., a company) can be further trained on
new private datasets from data contributors, by having each contributor performing the
training locally with its own dataset and then updating the central model Mj (i.e., update
the model’s parameter ).

In particular, federated learning works as follows (1) the central model Mj is distributed
among a number of n participants (i.e., the data contributors); (2) each participant
updates locally the model My by training it on its own local dataset Z;, producing a new
local parameter 6;; (3) each participant sends its update 8, to the central authority; (4)
the central authority aggregates the local parameters of each participant, producing a
new parameter 8’ which is used to update the central model. This process can be further
continued until the central model has been trained enough.

Federated learning can be seen as a flexible approach for achieving privacy of raw
datasets, feature datasets and identity privacy, since it lifts the requirement of collecting
vast amounts of information from the data contributors and then train on them in a
centralised manner. However, communication in federated learning networks could
create performance overhead, which is not present in centralised ML approaches, and
put in conjunction with the availability of devices in the network, scalability also becomes
a concern. Finally, in many cases of federated learning, each local parameter 8, may be
highly correlated with its corresponding dataset Z;, allowing one to infer information about
Z, by processing 6;.

COMBINING PRIVACY-PRESERVING TECHNIQUES

There is no silver-bullet technique when it comes to achieving privacy in ML. The privacy
degree offered by the techniques we presented varies a lot depending on many factors
such as the ML algorithm used, the adversary’s capabilities and resources, and counting.
Achieving higher degrees of privacy may require the combination of multiple privacy-
preserving ML techniques. In the following, we first give a high-level overview of some
key properties of these techniques, and we then discuss their combination.

Each privacy-preserving ML technique targets different privacy goals, hardening an ML
infrastructure and limiting the vulnerability surface exposed to an adversary. Table 1
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summarises the main characteristics of the privacy-preserving ML techniques discussed
above, such as the privacy goals, their strengths and weaknesses.

Technique Privacy Goal Strengths Weaknesses

Identity Raw Feature Model Input
Dataset | Datasets

Differential R R V y Provable Compromising
Privacy guarantee of accuracy of an
privacy ML model
Homomorphi y y \l \l Computing High
¢ Encryption on encrypted computation
data, costs, works
provable on numerical
guarantee of data
privacy
Multi-Party R R 3 y Computing on | High
Computation encrypted communicatio
data n costs, high
availability,
high
computation

costs, works
on fixed-point

arithmetic
Federated v v v y Decentralised | High
Learning training communication
costs, high
availability

Table 1: Overview of privacy-preserving techniques.

Differential privacy addresses the privacy of different datasets involved in an ML process,
offering a provable privacy guarantee. However, it can be challenging to strike the right
balance between utility and privacy of the anonymised data, which are inversely related.

Homomorphic encryption allows to work on encrypted data, thereby preserving the utility
of the original datasets, but its domain is quite limited, and scalability can be an issue.

MPC allows multiple parties to compute a function by sharing their encrypted data. This
can be utilised (1) for training a common ML model without requiring the parties to reveal
private information, and thus achieving certain degrees of identity, raw dataset and
feature datasets privacy; and (2) for computing the result of an ML model by having the
parties sharing their encrypted inputs, achieving input privacy. However, similarly to HE,
the flexibility of computing on encrypted data comes with certain communication costs,
while the requirement of transforming the model or an ML algorithm may create additional
performance overhead. Also, the requirement of constant availability of the computing
parties may introduce scalability issues, while the requirement of operating on fixed-point
arithmetic limits the application space of ML.

Federated learning lifts the restriction of centralised model training by allowing models to
be trained locally, without requiring the sharing of the data contributor's datasets, thus
aiming for identity, raw dataset and feature datasets privacy. However, the network of
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devices for training the model requires high communication costs and availability of
devices while training.

Recent literature has proposed combinations of multiple privacy-preserving ML
techniques, aiming for higher privacy guarantees.

In [40], the authors propose a novel protocol called “secure aggregation”, which
enhances the privacy offered by federated learning by combining it with MPC. In their
setting, a central ML model hosted on a server is trained within a network of mobile
devices, where each device updates the central model by calculating its local parameter
0;. The secure aggregation protocol utilises MPC techniques so that the server learns
only the aggregation of the local parameters instead of each parameter individually. This
approach deals with the problematic case of the local parameters being highly correlated
with the local datasets used to train the local models on the devices. Finally, secure
aggregation is designed to be efficient and robust against availability issues arising when
some of the mobile devices leave the network.

Along the same line, [41] has combined federated learning and differential privacy in the
context of model training within a network of mobile devices. This work is concerned with
malicious mobile clients trying to perform model inversion attacks once they have
downloaded the central model. To address this situation, whenever the central server
aggregates the local parameters from the mobile clients, it adds a certain amount of noise
before updating the model and making it available for training again.

Finally, differential privacy and federated learning have been combined in [42]. In this
work, once the central model is distributed to the clients, each client trains the model
locally, and before the client sends its updates to the server, it first applies a local
differential private mechanism on it.
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6.1

6.2

PRIVACY-PRESERVING
MACHINE LEARNING TOOLS

While there is still a gap between theoretical advancements and their applicability to real-
world cases, there are some open-source projects and tools specific to privacy-
preserving ML. In the following section, we discuss some of these tools.

TENSORFLOW PRIVACY

TensorFlow Privacy (TFP) is a Python library for training and building ML models with
differential privacy, developed by Google. The library builds on Google’s TensorFlow
(https://www.tensorflow.org/), which is another open-source platform used for traditional ML
training without privacy considerations.

One of the key privacy-preserving ML techniques offered by the library is training an ML
model by applying differential private SDG. On top of that, using TFP, one can calculate
the privacy guarantees offered by the chosen differential private mechanism, which can
then be used to (1) compare ML models in terms of privacy and (2) account about the
drop of utility when choosing one model over another.

To get started with the TFP library, one could visit the GitHub repository
https://github.com/tensorflow/privacy.

PYSYFT

PySyft is an open-source library (written in Python) for secure and private ML. It is a part
of the OpenMined project that focuses on developing libraries and tools for privacy-
preserving Al. The library supports different privacy-preserving techniques such as
differential privacy, HE, MPC and federated learning. Moreover, PySyft extends the major
deep learning frameworks, such as PyTorch, TensorFlow and Keras. Figure 6 presents
the high-level architecture of PySyft and its integration with other frameworks.

The library is under constant development and builds on published research in the field
of privacy-preserving ML.

For more details about the library, related publications and how to use, we refer to the
official website of OpenMined and the GitHub page of PySyft:
https://www.openmined.org/ and https://github.com/OpenMined/PySyft.
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Figure 6: High-level architecture. lllustration from https://github.com/ OpenMined/PySyft.

ML PRIVACY METER

Assessing the robustness of an ML model against certain attacks is as important as
integrating privacy mechanisms in the ML process used to build the model.

ML Privacy Meter is a Python library, built on top of Google’s TensorFlow, which allows
one to quantify the privacy risks within an ML model. In particular, the tool can be used
to generate membership inference attacks under both whitebox and blackbox adversary
models. The tool can then calculate the privacy risk scores under the chosen adversary
model. The risk scores can be understood as an accuracy measure of such attacks on
the model of interest. Finally, the tool is also able to visualise the results and produce
privacy reports.

For more information about the tool, we refer to the GitHub repository
https://github.com/privacytrustlab/ml_privacy_meter, while one could also read the tool’s
scientific paper [43].

CRYPTFLOW

CrypTFlow [44] is a system which provides a solution for securely querying ML models
by utilising techniques from the fields of programming languages and MPC.

In particular, inside the core of CrypTFlow there is a compiler which transforms code from
TensorFlow to an MPC protocol. Converting code from the well-known ML framework
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6.5

TensorFlow automatically eases the task of integrating MPC into ML tasks and makes
CrypTFlow an appealing tool for ML practitioners.

CrypTFlow has been developed by Microsoft Research and it is open-source. For
further information, we refer to the public repository at:
https://github.com/mpc-msri/EzP C//github.com/mpc-msri/EzPC.

CRYPTEN

CrypTen is a research-based privacy-preserving ML framework. The tool is built on the
open-source ML framework PyTorch. Currently, the framework supports MPC, with the
possible extension of supporting HE in the future. Figure 7 presents the high-level
architecture of CrypTen.

CrypTen

Data —
Encrypted
Encrypted data  NTZIEIte ou%/pput
and Result
Encrypted model Rt
Model —

Figure 7: High-level architecture. Illustration from https://crypten.ai/

The framework is under development and builds on published research in the field of
privacy-preserving ML. For more details about the framework, we refer to the official

website and the GitHub page of CrypTen:
https://crypten.ai/ and https://github.com/facebookresearch/CrypTen
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CONCLUSION

Machine learning is a technology that allows to process large amount of data to produce
predictive models. The application of ML in everyday software has increased significantly
in recent years, raising more and more concerns about its usage on sensitive information,
such as health-care or financial data. In fact, both the data collected to train an ML model
and the model itself can be subject to attack and disclose private information, exposing
companies to critical incidents, including reputational damage and fines from regulators.

Privacy-preserving ML allows to process data limiting unwanted disclosure of specific
information. It strengthens ML with privacy-preserving techniques that provide provable
guarantees of privacy, such as differential privacy, homomorphic encryption and multi-
party computation. These techniques can be exploited to protect information embedded
in any asset of an ML framework, such as the training or validation data and the ML model
itself. However, before applying any privacy-preserving ML technique, the specific
scenario must be analysed, as there is no silver-bullet solution.

In this paper, we have presented an introductory guide to privacy-preserving ML. We
discussed a wide range of available techniques and some tools, and for each technique
we highlighted the range of protection, so as to assist in choosing the suitable technique
for a given use case.

It is worthwhile observing that we have not discussed risk analysis frameworks. However,
it is a good practice to assess the privacy loss of a privacy-preserving ML model before
disclosing it.
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